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THE RISK MANAGEMENT CONTINUUM

RISK MANAGEMENT TOOLS

Enterprise Security Risk
Assessment

Complex Business Units
or Strategic Activities

Divisional Business
Units or Major Programs

multi-year risk treatment plans

Complex Risk Assessments and
by subject matter experts

Business Unit Activities

Documented Risk Assessment
and formal treatment plans

Project Risk Plans

(THA)

Workgroup Activities
(Eg: Work functions
or small projects)

Job Hazard Analysis

5x5

Stepback

Individual Activities (
Eg: Email, Business travel)
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BUSINESS CASES FOR

Management

How to write a killer business case
that gets your risk treatments funded!
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Why

Enterprise Security Risk Assessments
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2~128 = 340,282,366,920,938,463,463,374,607,431,768,211,456

In practical terms 'only'
2~125 or 4.2 x 10~37 (42 undecillion) 'things' can connect

~42 trillion trillion trillion ; \,;,:,'\ e
5 ' s é ] ‘ | i%
| {. n. W | |

1. ‘ , : o R e\
L& . S |
1L =

=




Cybersecurity

Convergence

Artificial intelligence

Nanotechnology
Genetics

Robotics. ; N
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Cybersecurity

Physical

Personnel
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What

Enterprise Security Risk Assessments
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ACTIVITY AREAS
Intelligence, Security, Response, Recovery

KNOWLEDGE AREAS
PR ACTI CE Exposure, Risk, Resource, Quality

AREAS SRM INTEGRATION

Security Management,
Physical, Information
People, ICT Integration, Design, Application, Assurance

COMPETENCY AREAS

ENABLERS

Regulation, Training, Operations, Governance, Sustainability

Capabillities
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How

Enterprise Security Risk Assessments
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1ISO31000

Scope, Context, Criteria

Risk Assessment

Risk Identification

Risk Analysis
Risk Evaluation

Recording & Reporting
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SCOPE, Sources of Resources
CONTEXT, Risk at Risk
CRITERIA

RISK

IDENTIFICATION

i
I
I
I
I
I
I
I
I
Sources : EXISTING CONTROLS
Assets (Resources) |
Likelihood . |
Consequences ASSESSMENT
'
I
I
| RISK RATING
I
I
. I
RISK
TREATMENT : TREATMENT PLAN
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YSTEMS ENGINEERING AND MANAGEMENT

Soge. Seces Edce

SECURITY RISK

MANAGEMENT

BODY OF
KNOWLEDGE
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INTERNAL / EXTERNAL ENVIRONMENT

15031000 Threat Assessment Vulnerability Assessment Criticality Assessment
Threat Actor Threat Actor e Hazard }
Attributes *|  Motivation Targetability Attributes Asset Attributes
Establish r T l r r 1 - -
Context EstablisfSecurity Criterial * * ‘ * ‘ ‘ b ‘ ‘ f ‘
! i A bili R T I
Resources Knowledge Desire Confidence ness (Dlrration) (of target) ‘ uperae:ility ‘ c;::ﬁg: I Dependence I
I I I I
1
1
- I -
Capability Intent —— —— Vulnerability
Identify Risks T
D t 'Risk Statement’ v
Threat : : i
(Intel based) Opportunity Effectiveness Criticality
| |
Assess Existing Controls ‘ *
Likelihood Consequence
IProbability ("Shock’)
Analyse Risks 1 T
Risk Rating
|
v

Evaluate Risks

Risk Prioritisation

Treat
Risks

SECURITYCONGRESS

v

Treatment Options

fr—

Avoid

Change Change Share Retain
the Risk Likelihood Consequence the Risk the Risk

[Etiminate the risk

)

[substitute the risk

)

L

—P(Isolare the asset

)

L

‘Engineering controls h

L»{Admmisr,aﬁve controls

v

‘Persona/ Protective Equip.

Risk Treatment

ESIEAP
(in order of
preference)

Communicate and Consult

Monitor and Review




. : THREAT VULNERABILITY CRITICALITY
The big picture for enterprise ASSESSMENT ASSESSMENT ASSESSMENT

security risk assessment

RISK
ANALYSIS

ISO3100:2018 Risk
Mq nqgemenf TREIE'?I\P/?ENT
Standard

Residual Risk
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THREAT ASSESSMENT VULNERABILITY ASSESSMENT CRITICALITY ASSESSMENT

mﬂr D iy TI‘:I’:I‘?:M’IA:D‘?: S
d CONTEXT, | | | |
Resources  Knowledge Desire Confidence Boosure Gl i - . Dependence
| Capability Intent  ¢-—--===— Vulnerability I
| ' ! |
+
| % (lmnlmlbﬂsldl Opportunity e bl Rttt Effectiveness I
>
B ' I
g | |
)

Model ® ' ' |
| Risk Rating |
| Risk Prioritisation I
L

Treatment Options

| S O 3 .| O O O Avoid the Risk Change Change Share the Risk  Retain the Risk
V4 Likelihood Consequence

RISK

OCTAVE, CARVER, - e e
THREAT, ESIEAP, ++ ot

Isolate the asset

I_;

Engineering controls

I_*

Administrative controls

ﬁ

Personal Protective Equip.
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Threat

None

r< uno l Little
L 0w ll Expressed

Intent +
CCI pCI bili'l'y Advanced

Developed

Moderate

CAPABILITY
rr nown

Low

n v lll Determined

Low
Moderate

Significant
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Threat
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Threat Actor Threat Actor
Attributes Motivation

| \
l | l l

Resources Knowledge Desire Confidence

| | ! |
l l

Capability Intent ===

| |
l

Threat
(Intel based)
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Threat Assessment
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ID
Category

Threat Actors

These groups are generally highly
Resources resourced and well funded.

5. Fully funded and resourced.

Significant actors in this arena are

usually extensively trained and have
Knowledge access to reliable intelligence.

5. Highly skilled and comprehensively
trained.

Attributes

Aggressively seeking classified or related
intelligence via any and all means.

Desire 4. High degree of desire with limited
room for compromise and potential to
use extreme measures.

This group have a high level of confidence
that over a sufficiently long time frame tk
will be successful in at least a significant

. number of their endeavours.
Confidence
4. Threat actor competence and

capabilities are such that they have
high expectations of achieving a
successful attack.

-_

Motivation
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VULNERABILITY ASSESSMENT

- Hazard
Targetability Attributes

(%xuprg?ig:) Accessibil Availability Deployability

Vulnerability

______________ Effectiveness
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CRITICALITY ASSESSMENT

Asset Attributes

Rec Temporal
uperabllity Qualities

Criticality I

Business Impact
Assessment

M A O Criticality
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. : THREAT VULNERABILITY CRITICALITY
The big picture for enterprise ASSESSMENT ASSESSMENT ASSESSMENT

security risk assessment

RISK
ANALYSIS

ISO3100:2018 Risk
Mq nqgemenf TREIE'?I\P/?ENT
Standard

Residual Risk
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' |
capaﬁ liw Imm ‘. ------- ‘l
RISK

IDENTIFICA- v v
TION Threat

(intel based)

v v

Criticality

|
|
|
|
Opportunity el e ——— - Effectiveness

A

Risk Rating

RISK

EVALUATION Risk Prioritisation

Treatment Options
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Compromise  \inor compromise  Compromiseof  Compromise of

of information Compromise of

A of information information information
INZOIIVINJ[OIN] otherwsse  sensifietointemal ~ sensithetothe  sensitheto S
@Sgubﬁil:n orsub-unit organizations organlzatlonal ongoing Impact.
sy interests. operations. interests.
Minordamage Minor damage or Damageorloss  Extensivedam Destruction or
(212[0151 52 AN orvandalism lossof <5% of total  of <20%of total  or lessof ~50% complete loss of
toasset assets assets total assets >50% of assets
Ti f 1Y, Weofbudgetor 280% o project o
izati organizational
Imertrame: ear [Zee]V[e]N[[o (oroanzationsl, 1020%0fbudget  4060%ofbudget €080%cfbudget ZIGATTRLD
project budget
. asrelevant)
Scrutiny by Executive, International concern,
intemal committees  Persistent national Governmental
Local mention orlntema\ auditto concem. Scrutiny  Persistentintense  Inquiry or sustained
REPUTATION ESMet="¥ revent escalation. required by national public, adverse national/
forgotten. Shortterm local eL)Sema\ age&gr;sd polmm\ and medla |nterréat\ona'}med‘)a/
g media concern. ngterm| crutiny. Brand'significantl
Someimpactonlocal impact affects organizational
level activities abilities.
Impactonthe
oorganization
Mlnorskllls i '5“'323 in Breakdown ofkey Protracted unavallabwllly
Some impacton activities leading~  ofcritical skillseople.
Mlnlmal impact orgartwﬁatlcnal - performance to reduction in Critical failure{s)
onnoncore capal ||ty|nterrnso hthattargets perfor . preventing core
AR \mpsct can gﬁf@ but able to zlr‘gnot ?neirg EN&"&TET;;SS:Q gé(rformefgio ?umof
Organizations revenue loss, client 2 A
be dealt witt be dealtwith at existenceisnot  dissatisfaction, projectiactivity/
byroutine operational level threatened,but  legislative organization is
could be subject  breaches). threatened.

to signmcant

alitative Historical Natural Probabilit
keliho Occurrences Frequencies Y

Has occurred on an
regular basis in the

Is likely has beer
Eopectedto  GRIEACNIINITE lointoocersd 099 ALMOST
occur in most times every 100 (0.80-099)
Creumutances  Coneideredor tmerames CERTAIN

circumstances are in
train that will cause it to

Has occurred in the i

Wil probablyoccur  organization within 3 pllclyenesbesn LIKELY
multiples i i -

(= e timeframe being foughly 70timesin (061-080)
considered.
Has occurred
Dfrf;/‘wusly mthg history s jikely, or has been €55

Might occur at of the organization known to occur

e andorinothersimilar  qoorovimately 50 (041-060) POSSIBLE
organizations or Ut of 100 times
circumstances
Has never occurred in

Coutd . this organizaion but E‘kegtzf:ca:umf; 6

ould occur a has occurred

some time infrequently in other  than1in10000 (021-040) UNLIKELY

similar organizations  times

Is possible but has not  Is likely, or has been
Can only occur in occurred todate in this k. Ermesarre | am
Szt or any similar than once in100 (001-020) RARE
circumstances organizations e

[a)]
Q
O
o
3
w
=
=

Medium (M) Management responsibility must be specified
Low (L) H Monitor and manage by routine procedures ‘

=%
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The CASE for Risk Risk ID Risk No. 5
|dentification Event Espionage

Source Competitors

Compromise of our pricing
Information (Asset/Resource) el e Information
due to our competitor (Source)

listening to our meetings via a
compromised phone (Event)

causing lost sales and reduced
profit (Consequence).

Consequence Financial
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Treatment
Options
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Change
Cconsequence

Change Share the Risk

Avoid the Risk
Likelihood

Eliminate the risk

\_1

Substitute the risk

l_;

Isolate the asset

I_‘

Engineering controls

l_$

Administrative controls

I_‘

Personal Protective Equip.

Retain the Risk
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THREAT ASSESSMENT VULNERABILITY ASSESSMENT CRITICALITY ASSESSMENT

Threat Actor Threat Actor ili Hazard Asset At
Attributes 4~~~ "% Motivation Targetability Aftributes tAributes
—
CONTEXT,

Resources  Knowledge  Desire Confidence i Bhoten W ey
I Capability Intent  ¢—--—=—=-—d |
[ |
I ;i |
l % e Opportunty |
Z l
I g | | I
I% RISK PERLEY |
| 4 ANALYSIS | | I
I Risk Rating I é
<
— !_ Risk Prioritisation I % E g
Q1
o= o
. . i Ia)
Security Risk Management Body Of Knowledge Treatment Options g § z
a4
Avoid the Risk Change Change Share the Risk Retain the Risk % g %
Likelihood Consequence 2=
RISK z g §
HHEADAIER) Eliminate the risk % o
— S)

Substitute the risk

l_;

“CTARA

Engineering controls

;‘

Administrative controls

;‘

Personal Protective Equip.
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BUSINESS CASES FOR

Management

How to write a killer business case
that gets your risk treatments funded!
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