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Why
Enterprise Security Risk Assessments





IPV6 42 trillion trillion trillion



Cybersecurity 
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Convergence
Artificial intelligence

Nanotechnology

Genetics

Robotics
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What
Enterprise Security Risk Assessments
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Enterprise Security Risk Assessment
The way we do it at our company
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ESRA Process



Risk 
management = 

Future 
management







How
Enterprise Security Risk Assessments



ISO31000



Sources
Assets (Resources)
Events
Likelihood
Consequences



SRM Proc (13OCT07)
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Identify Risks

Analyse Risks

Evaluate Risks

Treat
Risks

Document 'Risk Statement' 

Establish Security Criteria 

Threat Assessment 

Assess Existing Controls 

Criticality Assessment 

INTERNAL / EXTERNAL ENVIRONMENT 

Vulnerability Assessment 

Intent 

Hazard 
Attributes 

Capability 

Targetability 

Vulnerability 

Threat 
(Intel based) 

Likelihood 
/Probability 

Consequence 
('Shock') 

 Risk Rating 

Threat Actor 
Motivation 

Treatment Options 

Suitability  Deployability Exposure 
(Duration) 

Accessibility 
(of target) Desire Confidence Resources Knowledge 

Effectiveness Opportunity 

Threat Actor 
Attributes 

Temporal 
Qualities 

Rec 
uperability  

Attractive 
ness  

Asset Attributes 

Risk Treatment Avoid 
the Risk 

Change  
Likelihood 

Change 
Consequence 

Share 
the Risk 

Retain 
the Risk 

ESIEAP  
(in order of 
preference) 
 

Eliminate the risk 

Substitute the risk 

Isolate the asset 

Engineering controls 

Administrative controls 

Personal Protective Equip. 

Criticality 

Risk Prioritisation 

Availability  Dependence 



ISO3100:2018 Risk 
Management 
Standard

The big picture for enterprise 
security risk assessment



SRMBOK 
SRA 

Model

ISO31000, 
OCTAVE, CARVER, 
THREAT, ESIEAP, ++



Threat

Intent + 
Capability 



Threat



Threat Assessment





Criticality

Business Impact 
Assessment

MAO



ISO3100:2018 Risk 
Management 
Standard

The big picture for enterprise 
security risk assessment





RISK
Matrix



The CASE for Risk 
Identification

Compromise of our pricing 
information (Asset/Resource) 
due to our competitor (Source)
listening to our meetings via a 
compromised phone (Event) 
causing lost sales and reduced 
profit (Consequence). 



Treatment 
Options
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