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Attacker / Red
Team
Perspective

Attractiveness I

OPPORTUNITY

Seek opportunities and
fresh weaknesses.

Maintain loose watching
brief

PRIMARY TARGET

Seek opportunities and
fresh weaknesses.

Conduct surveilance to
assess vulnerabilities,

prepare resources and
develop plan of attack.

AVOID

Give low attention
Bypass without loss

SECONDARY

Monitor for changes in
suitability.
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Intent
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Protector's Perspective of Attacker

DISORGANISED

Maintain monitoring and
watching brief.

CRITICAL

Focus protective measures
on these threats.

Ensure standard procedures Maintain continuous
and basaline protaction monitoring.

reflects these threats

IRRITANT UNFOCUSED

Manage by routine
procedures and continue
to monitor

Potential for major impact
if "lucky" or if profile of
"asset” changes.

Maintain reguiar monitoring.

Protect vulnerabilites from
an “all-hazard” perspective.
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Your perspective

* Security’s perspective of potential attackers
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Scope, Context, Criteria

Risk Assessment

Risk Identification
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Risk Analysis
Risk Evaluation

Recording & Reporting
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losses (Consequence). Cons. Rating

L'hood Rating Likely

RISK RATING

E|ementS Ofa R|Sk Eviaiit
Statement
* Compromise of sensitive information |
(Resource) due to untrained staff (Source) Resource
inadvertently posting incorrect files to a
public website (Event) causing competitive Consequence
disadvantage and resulting in financial




SOURCE EVENT RESOURCE CONSEQUENCE
Competitors Espionage Information Financial
Organized : : : :
Cri?ninals Espionage Information Financial

Unauthorized

Release Information Reputation

Untrained Staff

Organized Theft

T Equipment Capability

Petty Criminals  Theft Equipment Financial



Risk Analysis

f Limitations of matrices

Limitations of quantitative analysis

Causation and connectedness
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Risk Matrices

* Risk is not a ‘point
value’ on a matrix

* Probability
distribution curve

e Qutliers
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A) 30% chance of $1,000,000 loss ($300,000)
B) 20% chance of $500,000 loss ($100,000)
C) 50% chance of $100,000 loss ($50,000)
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o EMV OF
Expecte A + B + C
= $450,000

* Monetary
* Value
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Internal Context

ORTAR

Source: Security Risk Management Aide-Meémoire

TECHNOLOGIES

ﬁ ORGANIZA TION
ﬁ RESOURCES }
ﬁ RELATIONSHIPS }

www.srmam.com
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Threat

Modelling the inputs

Attributes

* Motvations

Threat level



Threat Assessment

* Capability
* Resources
* Knowledge

* Intent
* Desire
* Confidence

ID
Category

Threat Actors

These groups are generally highly
Resources resourced and well funded.

sodd

Knowledge

Attributes

Aggressively seeking classified or related
intelligence via any and all means.

Desire 4, High degree of desire with limited
room for compromise and potential to
use extreme measures.

This group have a high leve! of confidenc
that over a sufficiently long time frame th
will be successful in at least a significant
- number of their endeavours.
Confidence —

AT %

Motivation

1 : a
T _d
\'f-- b '
= O

THREAI



VULNERABILITY ASSESSMENT

Targetability Atd?iﬁfes

Exposure Accessibili TS o
(Duﬁ’ation) (oftarget}y Availability Deployability

Vulnerability

A

b= Vulnerability

v

Opportunity Effectiveness




Criticality

CRITICALITY ASSESSMENT

Rec
uperabllity

Asset Attributes

Temporal
Qualitles

Dependence

- 1 1T 1
|
|
|




Ris k lsinend/

Risk Rating

Risk Prioritisation




Treatment

Avoid

Change Likelihood
Change Consequences
Share the risk

Retain the risk

ESIEAP

/58—
Treatment Options

Avoid the Risk Change Change Share the Risk Retain the Risk
Likelihood consequence

Eliminate the risk

|_1

Substitute the risk

|ﬁ

Isolate the asset

I_*

Engineering controls

l_*

Administrative controls

I_*

Personal Protective Equip.
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One Page
Per
Treatment
Security

Plan

DSP10-8.  Security Training Program - Comprehensive

Description Review and update competency based security training programs

Actions: Implement global Training & Education Program - to inform staff of new
or revised Security Policies (e.g. new policy documents, policy structure
and format, email & multi-media policies, staff surveys, etc) to be
implemented as a result of the ESRA, across all JTC Groups.

Achieved Endorsed and promulgated by CEO

when:

Risks Treated: | All security risks. <INSERT DATA FROM ESRA20>

Agreed by: CEO and SGC.

Scope: All JT.com assets and activities

Schedule: 2018-2019

Resources: Internal labour plus $800,000 external labour plus significant staffing
implications

Quality: Endorsement by relevant external subject matter experts (eg: XYZ,
Super Spies, No Such Agency, etc)

Actionee: CEO

Implementatio | Australian Quality Training Framework (AQTF) guidelines.

n Parameters




One Page Per Treatment Security Plan

Description: Achieved Risks
P - when: Treated:
s “ m
S . : Implementation




The Weakest Link = Swiss Cheese

Equally important is the causal chain




Unintended consequences
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Bow-Tie
Table

Qverview

A summary of hazards or opportunities which have the potential to impact
objectives. e.g., To effect health and safety, property, products, the environment,
production quotas, or profit.

Description A description of the Risk(s) or category of Risks that are of particular interest.

Scope The primary locations or other relevant scoping statements if relevant.

Sources Something with the potential to release a ‘Hazard’ or *Opportunity’ and to cause
an ‘Event’.

Controls A protective measure reduces the likelihood of *Sources’ creating a risk event,

Controls might be physical, procedural or any form which is relevant to the
organization and the risk(s) being analyzed.

Likelihood Escalation
Factors

Conditions that modify risk likelihood due to unintended modification of Controls
(e.g., cuts to maintenance budgets, loss of trained staff)

Likelihood Escalation
Controls

Measures to manage Likelihood Escalation Factors effect on Likelihood
Controls. These may be hardware (e.g., Firewalls, Handrails), but will generally be
procedural barriers (e.g., audit and inspection of the design).

Event(s)

The occurrence or change in circumstances associated with the source(s) of risk.

Conseguence Controls

Technical, operational, procedural or organizational measures that modify
Consequences arising from an Event.

Consequence
Escalation Factors

Conditions that lead to changes in risk levels associated with changes in
Consequence Controls.

Conseguence
Escalation Controls

Measures to modify Consequence Escalation Factors to support the achievement
of objectives. These may be hardware (e.q., signage and emergency lighting
directing personnel to emergency equipment) or procedural barriers (e.q.,
inspection, testing, and maintenance of safety equipment).

Conseguences

Qutcome of an Event which can effect Objectives.
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