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The PSPF

• Australian Government established the Protective Security Policy 
Framework (PSPF) to provide a comprehensive approach to security
• PSPF sets out mandatory policies and guidelines for AusGov entities to 

manage security risks and protect their people, information, and assets
• PSPF covers topics such as physical security, information security, personnel 

security, and emergency management
• PSPF also requires government entities to undertake regular security risk 

assessments and implement appropriate controls based on the level of risk
• Compliance with the PSPF is mandatory for all AusGov entities 
• Failure to comply may result in disciplinary action or other consequences



Background to the PSPF

• The ASIO Protective Security Manual (PSM)
• The Australian Government Security Manual (AGSM)
• Other relevant legislation and policies: 

• Privacy Act 1988 
• Archives Act 1983
• The Intelligence Services Act 2001
• The Australian Signals Directorate Act 2018
• The Security of Critical Infrastructure Act 2018
• The Protective Security Act 2021
• The Australian Government Information Security Manual (ISM)
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Policy 1: Role of Accountable Authority

• “The accountable authority is answerable to their portfolio minister 
for the protective security of the entity’s people, information and 
assets. 
• In meeting obligations to their portfolio minister, the accountable 

authority is supported by a Chief Security Officer and, where 
appropriate, a security governance committee.”



Core Requirement 

The Accountable Authority of each entity must:
a. determine their entity’s tolerance for security risks
b. manage the security risks of their entity, and
c. consider the implications their risk management decisions have for 
other entities and share information on risks where appropriate.



Core Requirement 

The accountable authority of a lead security entity must:
a. provide other entities with advice, guidance and services related to 

government security
b. ensure that the security support it provides helps relevant entities 

achieve and maintain an acceptable level of security, and
c. establish and document responsibilities and accountabilities for 

partnerships or security service arrangements with other entities.



Australia’s lead entities that hold key 
protective security accountabilities services
• Attorney-General’s Department
• Australian Secret Intelligence 

Service
• Australian Signals Directorate
• Department of Foreign Affairs 

and Trade
• National Archives of Australia
• Digital Transformation Agency
• Department of the Prime 

Minister and Cabinet

• Australian Federal Police (AFP)
• Australian Security Intelligence 

Organisation
• Department of Defence
• Department of Home Affairs
• Office of National Intelligence
• Office of the Australian 

Information Commissioner



Supporting Requirements
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Security Risk Management

• Security risk management includes identifying, assessing and 
prioritising risks to people, information and assets.  It involves the 
efficient and coordinated application of protections that minimise, 
monitor and control the probability and effects of risks.
• informed decisions on priorities 
• balances the entity’s capacity to deliver business objectives while maintaining 

a secure environment
• determining the level of risk the entity is willing or able to accept
• common-sense approach when setting security risk tolerance levels



Exceptional Circumstances

• Exceptional circumstances prevent or affect an entity’s capability to 
implement a PSPF requirement
• The accountable authority may vary application (for a limited period 

of time) consistent with the entity’s risk tolerance. E.g.: natural 
disasters and emergency situations
• Exceptional circumstances are not routine in nature or enduring
• Must record the decision to vary in the annual report
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Policy 5: Core Requirement

Each entity must report on security:
a. each financial year to its portfolio minister and the Attorney-General’s 

Department addressing:
I. whether the entity achieved security outcomes through effectively implementing 

and managing requirements under the PSPF
II. the maturity of the entity’s security capability
III. key security risks to the entity’s people, information and assets, and
IV. details of measures taken to mitigate or otherwise manage identified security risks

b. to affected entities whose interests or security arrangements could be 
affected by the outcome of unmitigated security risks, security incidents 
or vulnerabilities in PSPF implementation

c. to the Australian Signals Directorate in relation to cyber security matters.



Policy 5: Supporting Requirements



Maturity Self-Assessment Model

• Ad hoc: partial or basic implementation and management of PSPF 
core and supporting requirements
• Developing: substantial, but not fully effective implementation and 

management of PSPF core and supporting requirements
• Managing: complete and effective implementation and management 

of PSPF core and supporting requirements-this is the baseline 
maturity level for reporting entities
• Embedded: comprehensive and effective implementation and 

proactive management of PSPF core and supporting requirements 
and excelling at implementation of better-practice guidance



Collecting Information on Security Maturity



Policy 5: Reporting Frequency
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8 Sensitive and classified information



8a Annex. Sensitive and classified information
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B1: Core Requirement

The accountable authority must:
a) appoint a Chief Security Officer (CSO) at the Senior Executive 

Service1 level to be responsible for security in the entity
b) empower the CSO to make decisions about:

i. appointing security advisors within the entity 
ii. the entity’s protective security planning
iii. the entity’s protective security practices and procedures
iv. investigating, responding to, and reporting on security incidents, and

c) ensure personnel and contractors are aware of their collective 
responsibility to foster a positive security culture, and are provided 
sufficient information and training to support this.



B2. Supporting Requirements
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Suggested Management Structure



Roles & Responsibilities to Support the CSO

• Planning
• Practices and procedures
• Detecting
• Managing 
• Reporting
• Investigating

• Advisors may align with the four 
security outcomes - governance, 
information (including ICT), 
personnel and physical
• The CSO determines when a 

security incident is serious or 
significant enough to commence 
an investigation



Policy 3: Security Planning and Risk 
Management 



Supporting Requirements
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